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Using port pairing to simplify transparent mode
When you create a port pair, all traffic accepted by one of the paired ports can 
only exit out the other port. Restricting traffic in this way simplifies your FortiGate 
configuration because security policies between these interfaces are pre-
configured.



Switching the FortiGate unit 
to transparent mode and 
adding a static route
Go to System > Dashboard > Status.

In the System Information widget, 
select Change. Set Operation mode to 
Transparent.

Log into the FortiGate unit using the 
management IP (in the example, 
192.168.1.100).

Go to System > Network > Routing Table 
and set a static route.

Creating an internal and 
wan1 port pair
Go to System > Network > Interfaces.

Create an internal/wan1 pair so that all traffic 
accepted by the internal interface can only 
exit out of the wan1 interface.



Creating firewall addresses
Go to Firewall Objects > Address > 
Addresses.

Create an address for the web server using 
the web server’s Subnet IP.

Create a second address, with an IP range 
for internal users.

Creating security policies
Go to Policy > Policy > Policy.

Create a security policy that allows internal 
users to access the web server using HTTP 
and HTTPS.



Create a second security policy that allows 
connections from the web server to the 
internal users’ network and to the Internet 
using any service.

Results
Connect to the web server from the internal 
network and surf the Internet from the server 
itself.

Go to Log & Report > Traffic Log > 
Forward Traffic to verify that there is traffic 
from the internal to wan1 interface.



Select an entry for details.

Go to Policy > Monitor > Policy Monitor 
to view the active sessions.


